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Just-in-Time Admin
Create a temporary just-in-time
admin user and log in to Windows
securely without knowing the
password or having to share one.

New Features
AutoElevate by CyberFOX

AzureAD SSO
Single-Sign On convenience
allows technicians to login to the
AutoElevate Admin Portal using
their AzureAD credentials.

Multi-Level Settings
Updated 'Settings' screen includes additional granular options such as customizing
dialog messages, changing timer settings, displaying logos, and configuring agent
security settings, down to the computer level rather than just at the global level.

Windows Event Logs
Event logging will output events and privileged user activities to each computers’ Event
Logs, making it easier to ingest with your SIEM tool. This enables you to monitor, detect, and
respond to potential security threats and unauthorized actions.

Biometric Local Authentication
Granularly set how you want to add additional security on our mobile app. Require it for 
Just-in-Time Admin Login, one-time approvals, rule creation, technician mode access, etc. 
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Blocker
Based on a curated list of Living Off the Land (LOTL) attack vectors, help secure your
environment and by creating custom blocking/allow rules designed to provide enhanced
security with minimal disruption.
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